
  

3.12 Access Requirements and Terms 

3.12.1 Access to the Exchange will be Internet-based.  Participant accounts will be 

issued user names, passwords, and digital certificatesauthenticated login 

credentials for secure access.  The Participant is responsible for the security of 

these items, and any misuse is the responsibility of the Participant.  

3.12.2 Certificates, passwords areLogin information is for the Participant’s use only and 

shall not be shared with other parties. 

3.12.3 A Participant must notify the Exchange immediately upon any suspicion of theft 

of a password or certificatelogin information, or any unauthorized access. 

3.12.4 The Exchange may modify or suspend a Participant’s access to the Exchange if 

the Exchange reasonably believes that such Participant’s positions, when 

considered in light of other positions maintained by such Participant and any other 

factors that the Exchange reasonably deems relevant (including, as applicable, 

financial information provided by such Participant and the margin required for all 

such positions), could jeopardize the financial safety of other Participants. 


